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Drone delivery Robotic assisted surgery Robots for manufacturing

Shopping Online Industrial IOT Smart home Self driving car
automation technology
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Cellular Network
Agicron

Evolution

1G 26 3G 4G

] +
data <216 C;|
transfer 5 U Mbps 5 U Gbps

No On-board No On-board < 256MB Memory < 6GB Memory > 8GB Memory
Storage Storage < 16GB Storage < 256GB Storage >512GB Storage

Micron :jouowll
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Throughput Mobility Network

Slicing

onnection

500 kmn Slicing

end-to-end r connecti per square r express trains Flexible and

latency kilometer on demand
2 |dl| @ | B &
30-50x 100x 100x 1.5x NaaS
30-50ms 100 Mbit/s 10,000 350 km/h Inflexible
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Attacks on loT Devices

* Physical constraints, low power, low cost

* Unsecure credentials (hardcoded, defaults, etc.) Unsecured
interfaces (web interface, open ports)

* Unprotected data paths

* SW implementation errors

* Protocol weakness

* DoS/DDoS

* Theft and tampering

* Difficult to update firmware, OS, or security patches

Huawei: jouowoll

10 doy s - 2019 juoduuw 25 - 1.3 dsuuwdd| - (uaeillg duc luad| duodil) dw pell dodhioll - pilowg Oljuoo :guo Bl Juadl oleud d.b,_,oclu.uJJI wvii]|



Internet of Things < |J.MJ§..O
Global market 25.2bn
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Smart city projects are clreody% t
the current wireless network inf

Jeard Q.0
promise of 5G, low latency, ultra-low energy
connections, high speed, will be the foundation
for large—-scale lIoT deployments in cities, which
=l = are set to revolutionize existing services and
- -- business models.

the driver for smart cities Smart.City_Lab
of the future 2020 -2035

- . Y ¥ 9 9 »
5G will drive 12.3 3.5 22 :::3 §3.3 = INDIA's
- = = =< = GDP
t h - S P9 - PIC® o
economic grow Trillion Trillion Million 2 ¢ ¢ ¢ Trillion
Jobs ? ¢ ? @ Worldwide GDP
Global output of Economic output in ? @ From 2020 to
industry goods and the 5G value chain 2035, the total
services enabled by alone ? =1 million contribution of 56
5G. to real global GDP
By Smart.City_Lab - Fira de Barcelona 2019. May be used with attribution to @smartcity_lab @SmartCityexpo Source: httpsy//www.qualcomm.com/invention/

How will 5G benefit the
smart city vision? A 2 U

Billion
devices

10T

$160 billion in

= 5G capaci
6??293/ Elale! ) " hel‘_eflts and connected to mobile |ncreapses t\xlth
Hities yg;égra?ges sav.ﬂgs in energy networks worldwide densification

SEyers Cities play a critical
. < i = — role for Small Cell
2 . = (=" deploymentin
/’ﬂr = Mobile Network
Densification.

Smart
Grids
Smart
Lighting 1
Save power

Reduce
pollution

Keep people
safe

Economies

of scale
Automated
feordme grid
switchin

Tomorrow’s wireless
networks will
require hundreds, or
even thousands, of
small cells densely
deployed across
cities.

()

% ~—
Smart . - _
Traffic @ *©
tonomous
vehlcles
Vehicle
Platooning

Mobility and 2020

Transport Macro

Cell sites

Each small Cell
traffic of 20 Gbps

sl 1 M cells / km2

Cells 150 Mhz at 3.56hz

More
connections

Safety in unprocedentod
Sy Smart 1 Iocati -
Parking e Parking s
On-vehicle

communication

small cells

The full promise of
Smart Cities and 5G

requires a robust
deployment of small
cells

1 Gbps

) . . Higher L
Security __ =5 Sustainability 33 Speed Btoncy=10 ms
S Air @ (g
Dronmes Quality How will 56 be used? B A A S Smart.City_Lab
Surveillance 3 Sensors - Enian ST Hmo sansitive =
Cams L) internet of @) Nobile 3 critical Shpleton e e
\i?;rgggbamd Things Broadband Services communicaton.
MioT EMEB McCs

8y Smart.City_Lab - Fira de Barcelona 2019. May be used with attribution to @smartcity_lab @SmarntCityexpo
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Supply chain
T Inbound
logistics Raw material

Planning & )
= inventory

scheduling+

Machining

Quality Tooling setup
& safety management

!
b Work under
Manufacturing **, management
process -

<{ == T ml

Finished goods

inventory QOutbound

logistics Distribution

: i ] ®

Source: KPMG International, 2019.
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High-bandwidth,
low latency

Edge computing

Connected
machines
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Al Based +
planning

Ecosystem . No need AR enablec
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""-W Finished goods and

Distribution + } integrated logistics

15 doy i - 2019 joiiuw 25 - 1.3 ddauwdl - (waeillg duclinall dwodil dw el doddioll - pilaog Gljuoo :guo Il Juadl albwd Jb 9 bl cuyiil




THE ROAD
105G

The expected deployment of high-speed
5G mobile networks in 2020 will not
only mean faster Internet

access for customers, but -
will also benefit a whole host
of industrial applications.
High bandwidth, low
latency and large capacity R -
will allow for more
connected devices and
smarter living.

AW

X
N

TATAYATATA A AAAATAA| N

Construction

Lower latency of 5G networks
will let workers control
equipment like cranes or
excavators remotely, making
construction sites safer for
workers.

Driverless cars

The low latency — delay
when transmitting
information — of 5G
networks will lead to safer
driverless cars, as they will
be able to communicate in
real time with each other
and avoid danger or
obstructions within
milliseconds.

Smart Home and the
Internet of Things
Connected devices in smart
homes, such as smart lights,
digital assistants and
surveillance cameras, will be
able to talk to each other
more efficiently and stay
connected all the time.
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Healthcare
Surgeons may be able to perform
remote surgery through robotic arms
in emergency situations where they
cannot be present physically, as the
real-time response rate of 5G6
networks gives them better control.

x sl gaoll 35

re

h
ting

patients who need
These

imineaidately 1 soimetning
goes wrong.

Transportation (vehicle platooning)
Vehicles moving in a convoy, such as large
delivery trucks, will be able to ‘talk’ to each
other in real time so that vehicles at the
back of the convoy can react to changing
road conditions that affect the first
vehicle.

Better coverage in
crowds

No more losing network
connectivity in crowds
during New Year's Eve - 5G
networks are designed to
handle massive capacity
and to provide connectivity
to thousands of devices.

Virtual reality
Virtual reality headsets

require a lot of bandwidth

and immediate response
time, as any slight lag in
response to a user's
movement can lead to
dizziness and nausea. 56
networks could pave the
way for smoother virtual
reality experiences by
reducing this lag time to
zero.

[

Video conferencing
Faster download speeds
and lower latency will mean
video calls, even on a mobile
network, will be smooth and
cystal clear.

STRAITS TIMES GRAPHICS:
LESTER HIO & CEL GULAPA
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"You are only as secure as your weakest link,

and this need to translate between frameworks

could be one such weakness.”
Paul Bevan, research director for IT infrastructure at research
and analysis firm Bloor research
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https:/ / ar.wikipedia.org/wiki/c b DI_cuipil -
https://ar.wikipedia.org/wiki/ clibbuol_cl55 -
5G, the driver for smart cities of the future, Smart.City_Lab, 2019
Cellular Network Evolution, Micron, 2018
The Road to 5G, Lester HIO & Cel Gulapa, Straits Times Graphics, 2019
5G Infographic, GSMA, 2018
loT Security Considerations in 5G, Huawei, June 2018

Converging 5G and loT: a faster path to smart manufacturing, KPMG, June 2019
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